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NAME
curl — transfer a URL

SYNOPSIS
curl [options] [URL...]

DESCRIPTION
curl is a tool to transfer data from or to a s#rusing one of the supported protocols (DJEILE, FTR,
FTPS, GOPHER, HTTFHTTPS, IMAR IMAPS, LDAP, LDAPS, POP3, POP3S,TRIP, RTSP SCP,
SFTR SMTP, SMTPS, TELNET and TFTP). The command is designed to work without user interaction.

curl offers a busload of useful tricks dilroxy support, user authentication, FTP upload, HTTP post, SSL
connections, cookies, file transfer resume and more. As you will seg, iebonumber of features will
malke your head spin!

curl is powered by libcurl for all transfer-related features.|Bear|(3) for details.

URL
The URL syntax is protocol-dependent. You'll find a detailed description in RFC 3986.

You can specify multiple URLs or parts of URLS by writing part sets within braces as in:
http://site.{one,two,three}.com

or you can get sequences of alphanumeric series by using [] as in:
ftp://ftp.numericals.com/file[1-100].txt

ftp://ftp.numericals.com/file[001-100].txt  (willeading zeros)
ftp://ftp.letters.com/file[a-Zz].txt

Nested sequences are not supported, but you canvesal mes next to each other:

http://ary.org/archve[1996-1999]/vol[1-4]/part{a,b,c}.html

You can specify apamount of URLs on the command line. Theill be fetched in a sequential manner in
the specified order.

You can specify a step counter for the ranges to\g@téNth number or letter:

http://www.numericals.com/file[1-100:10].txt
http://www.letters.com/file[a-z:2].txt

If you specify URL without protocol:// prefix, curl will attempt to guess what protocol you might. Wt
will then default to HTTP but try other protocols based on often-used host namesretix example, for
host names starting with "ftp." curl will assume you want to speak FTP.

curl will do its best to use what you pass to it as a URL. It is not tryinglidete it as a syntactically cor
rect URL by ag means but is insteadery liberal with what it accepts.

Curl will attempt to re-use connections for multiple file transfers, so that getting fitemfrom the same
sener will not do multiple connects / handshakes. This imgg@peed. Of course this is only done on files
specified on a single command line and cannot be used between separatekast| in

PROGRESSMETER
curl normally displays a progress meter during operations, indicating the amount of transferred data, trans-
fer speeds and estimated time left, etc.
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curl displays this data to the terminal by default, so if youke airl to do an operation and it is about to
write data to the terminal, disablesthe progress meter as otherwise it would mess up the output mixing
progress meter and response data.

If you want a progress meter for HTTP POST or PUT requests, you need to redirect the response output to
a file, using shell redirect (>), -o [file] or similar.

It is not the same case for FTP upload as that operation does not spit mdpamse data to the terminal.

If you prefer a progress "bar" instead of the regular metés,your friend.

OPTIONS

In general, all boolean options are enabled with --option and wét digabled with fo-option. That is,

you use the exact same option name but prefix it with "no-ede, in this list we mostly only list and
shav the --option ersion of them. (This concept with --no options was added in 7.19.0. Previously most
options were toggled onfadn repeated use of the same command line option.)

-a/--append
(FTP/SFTP) When used in an upload, this will tell curl to append to thet fde instead of wer-
writing it. If the file doesrt’ exist, it will be created. Note that this flag is ignored by some SSH
servers (including OpenSSH).

-A/--user-agent <agent string>
(HTTP) Specify the Usefgent string to send to the HTTP servSome badly done CGils fail if
this field isnt set to "Mozilla/4.0". D encode blanks in the string, surround the string with single
guote marks. This can also be set with-tHe-headeroption of course.

If this option is set more than once, the last one will be the one tkatl.

--anyauth
(HTTP) Tells curl to figure out authentication method by itself, and use the most secure one the
remote site claims to support. This is done by first doing a request and checking the response-
headers, thus possibly inducing an extra netwound-trip. This is used instead of setting a spe-
cific authentication method, which you can do withasic --digest --ntlm, and --negotiate

Note that using --grauth is not recommended if you do uploads from stdin, since it may require
data to be sent twice and then the client must be ablevindelf the need should arise when
uploading from stdin, the upload operation will fail.

-b/--cookie <name=data>
(HTTP) Pass the data to the HTTP server as a cookie. It is supposedly the\dateslgresceved
from the server in a "Set-Cookie:" lind.he data should be in the formatAME1=VALUE1];
NAME2=VALUE2".

If no '=" symbol is used in the line, it is treated as a filename to use to redaduysig stored
cookie lines from, which should be used in this session yfre@ch. Using this method also acti-
vates the "cookie parser" which will malkurl record incoming cookies too, which may be handy
if you're using this in combination with thé&/--locationoption. The file format of the file to read
cookies from should be plain HTTP headers or the Netscape/Mozilla cookie file format.

NOTE that the file specified witkb/--cookieis only used as input. No cookies will be stored in
the file. To gore cookies, use the/--cookie-jaroption or you could\en savethe HTTP headers
to a file usingD/--dump-headeér

If this option is set more than once, the last one will be the one tkatl.
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-B/--use-ascii
Enable ASCII transfer when using FTP orAB For FTR this can also be enforced by using an
URL that ends with ";type=A". This option causes data sent to stdout to be in text mode for win32
systems.

--basic (HTTP) Tells curl to use HTTP Basic authentication. This is the default and this option is usually
pointless, unless you use it teerride a previously set option that sets a different authentication
method (such asntlm, --digest or --negotiat8.

--ciphers <list of ciphers>
(SSL) Specifies which ciphers to use in the connection. The list of ciphers must spddify v
ciphers. Read up on SSL cipher list details on this URL:
http://www.openssl.org/docs/apps/ciphers.html

NSS ciphers are done differently than OpenSSL and GnuTLS. The full list of NSS ciphers is in the
NSSCipherSuite entry at this URAhttp://directory.fedora.redhat.com/docs/mod_nss.html#Direc-
tives

If this option is used seral times, the last one willverride the others.

--compressed
(HTTP) Request a compressed response using one of the algorithms libcurl supportg #ed sa
uncompressed document. If this option is used and therssuwds an unsupported encoding, curl
will report an error.

--connect-timeout <seconds>
Maximum time in seconds that you allthe connection to the server toéakThisonly limits the
connection phase, once curl has connected this option is of no more use. See-al¢onta-
time option.

If this option is used seral times, the last one will be used.

-c/--cookie-jar <file name>
Specify to which file you ant curl to write all cookies after a completed operation. Curl writes all
cookies preiously read from a specified file as well as all cookies veddrom remote serr(s).
If no cookies are known, no file will be written. The file will be written using the Netscape cookie
file format. If you set the file name to a single dash, "-", the cookies will be written to stdout.

NOTE If the cookie jar cart’be aeated or written to, the whole curl operatioani fail or even
report an error clearijJsing -v will get a varning displayed, but that is the only visible feedback
you get about this possibly lethal situation.

If this option is used seral times, the last specified file name will be used.

-C/--continue-at <offset>
Continue/Resume a previous file transfer at thengaoffset. The gien off set is the exact number
of bytes that will be skipped, counting from the beginning of the source file before it is transferred
to the destination. If used with uploads, the FTP server command SIZE will not be used by curl.

Use "-C -" to tell curl to automatically find out wheredhto resume the transfelt then uses the
given output/input files to figure that out.

If this option is used seral times, the last one will be used.

--create-dirs
When used in conjunction with the -o option, curl will create the necessary local directory hierar
chy as reeded. This option creates the dirs mentioned with the -0 option, nothing else. If the -o file
name uses no dir or if the dirs it mentions already exist, no dir will be created.
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To aeate remote directories when using FTP or SEYP-ftp-create-dirs
--crlf  (FTP) Corvert LF to CRLF in upload. Useful for MVS (0S/390).
--crlfile <file>
(HTTPS/FTPS) Pndde a file using PEM format with a Certificatev@eation List that may spec-
ify peer certificates that are to be consideredked.
If this option is used seral times, the last one will be used.
(Added in 7.19.7)
-d/--data <data>
(HTTP) Sends the specified data in a POST request to the HTTé?, seithe same way that a
browser does when a user has filled in an HTML form and presses the submit button. This will
cause curl to pass the data to the server using the content-type application/x-www-form-urlen-
coded. Compart -F/--form.
-d/--datais the same asdata-ascii To post data purely binaryou should instead use thelata-
binary option. To URL-encode the value of a form field you may uskata-urlencode
If any of these options is used more than once on the same command line, the data pieces specified
will be merged together with a separating &-symbol. Thus, using '-d name=daniel -d skill=lousy’
would generate a post chunk that looke llkame=daniel&skill=lousy’.
If you start the data with the letter @, the rest should be a file hame to read the data from, or - if
you want curl to read the data from stdin. The contents of the file must already be URL-encoded.
Multiple files can also be specified. Posting data from a file named 'foobattwthus be done
with --data @foobar
--data-binary <data>
(HTTP) This posts data exactly as specified with no extra processing wieatsoe
If you start the data with the letter @, the rest should be a filenBxaia is posted in a similar
manner as-data-asciidoes, except that newlines are preserved angeons are neer done.
If this option is used seral times, the ones following the first will append data as described in
-d/--data
--data-urlencode <data>
(HTTP) This posts data, similar to the other --data options withxbepé&on that this performs
URL-encoding. (Added in 7.18.0)
To be GGl-compliant, the <data> part should begin withamefollowed by a separator and a
content specification. The <data> part can be passed to curl using one of the following syntaxes:
content This will make aurl URL-encode the content and pass that on. Just be careful so that the
content doesih’contain a = or @ ymbols, as that will then makhe syntax match one
of the other cases below!
=content
This will make aurl URL-encode the content and pass that on. The preceding = symbol is
not included in the data.
name=content
This will make aurl URL-encode the content part and pass that on. Note that the name
part is expected to be URL-encoded already.
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@filename
This will make aurl load data from the gén file (including ag newlines), URL-encode
that data and pass it on in the POST.

name@filename
This will make aurl load data from the gén file (including ag newlines), URL-encode
that data and pass it on in the PO%fe name part gets an equal sign appended, result-
ing in name=urlencoded-file-conteriflote that the name isgected to be URL-encoded
already.

--digest (HTTP) Enables HTTP Digest authentication. This is a authentication tha&hfsreéhe passerd
from being sent wer the wire in clear te&. Use this in combination with the normai/--user
option to set user name and password. See -atdlon, --negotiateand --anyauthfor related
options.

If this option is used seral times, the following occurrences neako dfference.

--disable-eprt
(FTP) Tell curl to disable the use of the HP&Rd LPR commands when doing aeti FTP trans-
fers. Curl will normally alvays first attempt to use EFRthen LPR before using POR but with
this option, it will use PORright avay. EPRT and LPRT are extensions to the original FTP proto-
col, and may not work on all serversitthey enable more functionality in a better way than the
traditional POR command.

--eprt can be used to explicitly enable EP&an and--no-eprt is an alias for-disable-eprt.

Disabling EPH only changes the aw# behavior If you want to switch to pas& node you need
to not useP/--ftp-portor force it with--ftp-pasv

--disable-epsv
(FTP) Tell curl to disable the use of the EPSV command when doiny@&3$ transfers. Curl
will normally always first attempt to use EPSV befor&S¥, but with this option, it will not try
using EPSV.

--epsv can be used to explicitly enable EP&)an and--no-epsv is an alias for-disable-epsv.

Disabling EPSV only changes the pasdiehavior If you want to switch to astt node you need
to use-P/--ftp-port

-D/--dump-header <file>
Write the protocol headers to the specified file.

This option is handy to use when you want to store the headers that a HTTP site sends to you.
Cookies from the headers could then be read in a secondagaiion by using theb/--cookie
option! The-c/--cookie-jaroption is howeer a better way to store cookies.

When used in FT,Rhe FTP serer response lines are considered being "headers" and thus are
saved there.

If this option is used seral times, the last one will be used.

-e/--referer <URL>
(HTTP) Sends the "Referer Page" information to the HTTPes€Ftis can also be set with the
-H/--headerflag of course. When used with/--locationyou can append ";auto” to the --referer
URL to male arl automatically set the previous URL when it follows a Location: heddher
";auto” string can be used alongge if you dont set an initial --referer.

If this option is used seral times, the last one will be used.
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--engine <name>
Select the OpenSSL crypto engine to use for cipher operations-ddggne listto print a list of
build-time supported engines. Note that not all (or none) of the engines mayilabla at run-
time.

--environment
(RISC OS ONLY) Sets a range of environmeatiables, using the names the -w option supports,
to allow easier extraction of useful information after having run curl.

--egd-file <file>
(SSL) Specify the path name to the Enyr@gathering Daemon soek The socket is used to seed
the random engine for SSL connections. See alserdredom-fileoption.

-E/--cert <certificate[:password]>
(SSL) Tells curl to use the specified client certificate file when getting a file with HTTPS, FTPS or
another SSL-based protocol. The certificate must be in PEM format. If the optional password isn’
specified, it will be queried for on the terminal. Note that this option assumes a "certificate" file
that is the priate key and the pwate certificate concatenated! Seeert and--keyto specify them
independently.

If curl is built aginst the NSS SSL library then this option can tell curl the nickname of the certifi-
cate to use within the NSS database defined by the environment variable SSL_DIR (auliy def
[etc/pki/nssdb). If the NSS PEM PKCS#11 module (libnsspem.sugilalde then PEM files may

be loaded. If you want to use a file from the current direcpbegse precede it with "./* prefix, in
order to &oid confusion with a nickname.

If this option is used seral times, the last one will be used.

--cert-type <type>
(SSL) Tells curl what certificate type the wided certificate is in. PEM, DER and ENG are recog-
nized types. If not specified, PEM is assumed.

If this option is used seral times, the last one will be used.

--cacert <CA certificate>
(SSL) Tells curl to use the specified certificate file to verify the.pie file may contain multiple
CA certificates. The certificate(s) must be in PEM format. Normally curl is built to useudtdef
file for this, so this option is typically used to alter that default file.

curl recognizes the environment variable named 'CURL_CA_BUNDLE' if it is set, and uses the
given path as a path to a CA cert bundle. This optiearrades that variable.

The windows version of curl will automatically look for a CA certs file named “curl-ca-bundle.crt’,
either in the same directory as cutéeor in the Current Wrking Directory or in any folder along
your FATH.

If curl is built against the NSS SSL library then this option tells curl the nickname of the CA cer
tificate to use within the NSS database defined by thoement variable SSL_DIR (or by
default /etc/pki/nssdb)If the NSS PEM PKCS#11 module (libnsspem.soyalable then PEM

files may be loaded.

If this option is used seral times, the last one will be used.

--capath <CA certificate directory>
(SSL) Tells curl to use the specified certificate directoryetidfyvthe peerThe certificates must be
in PEM format, and if curl is built @inst OpenSSL, the directory must/edeen processed using
the c_rehash utility supplied with OpenSSL. Usirgapathcan allav OpenSSL-pwered curl to
malke SSL-connections much more efficiently than usiraacertif the --cacertfile contains may
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CA certificates.

If this option is used seral times, the last one will be used.

-f/--fail (HTTP) Fail silently (no output at all) on serverrors. This is mostly done to better enable scripts
etc to better deal with failed attempts. In normal cases when a HTTd? falw to delver a docu-
ment, it returns an HTML document stating so (which often also describesndhmore). This
flag will prevent curl from outputting that and return error 22.

This method is notdfil-safe and there are occasions where non-successful response codes will slip
through, especially when authentication ilaed (response codes 401 and 407).

--ftp-account [data]
(FTP) When an FTP server asks for "account data" after user name andrgdsasvbeen pro-
vided, this data is sentfafsing the ACCT command. (Added in 7.13.0)

If this option is used twice, the second wilerride the previous use.

--ftp-create-dirs
(FTP/SFTP) When an FTP or SFTP URL/operation uses a path thattdmessmtly exist on the
server the standard bekir of curl is to fail. Using this option, curl will instead attempt to create
missing directories.

--ftp-method [method]
(FTP) Control what method curl should use to reach a file on a FTP(8). Sér& method au-
ment should be one of the following altermest

multicwd
curl does a single CWD operation for each path part in thesn §iRL. For deep hierar
chies this means very magommands. This is o RFC 1738 says it should be done.
This is the default but the slowest behavior.

nocwd curl does no CWD at all. curl will do SIZE, RETR, @GR etc and gie a till path to the
server for all these commands. This is the fastest behavior.

singlecwd
curl does one CWD with the full target directory and then operates on the file "normally
(like in the multicwd case). This is somewhat more standards compliant than 'nagwd’ b
without the full penalty of 'multicwd’.
(Added in 7.15.1)
--ftp-pasv
(FTP) Use pasge node for the data connectiorad3ve is the internal default beki#or, but using
this option can be used toaride a previousP/-ftp-portoption. (Added in 7.11.0)

If this option is used seral times, the following occurrences neako dfference. Undoing an
enforced pasee really isnt doable lut you must then instead enforce the corr&¢t-ftp-port
again.

Passve mode means that curl will try the EPSV command first and t&VPunless--disable-
epsvis used.

--ftp-alternatve-to-user <command>
(FTP) If authenticating with the USER and35 commands fails, send this commamihen
connecting to imbleweed Secure Transport serveva FTPS using a client certificate, using
"SITE AUTH" will tell the server to retriee the username from the certificate. (Added in 7.15.5)

--ftp-skip-pasv-ip
(FTP) Tell curl to not use the IP address the server suggests in its response f@ABMIcom-
mand when curl connects the data connection. Instead curl will re-use the same IP address it
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already uses for the control connection. (Added in 7.14.2)

This option has no effect if PAREPRT or EPSV is used instead of PASV.

--ftp-pret
(FTP) Tell curl to send a PRET command befok&¥Y (and EPSV). Certain FTP servers, mainly
drftpd, require this non-standard command for directory listings as well as up \@ntbalds in
PASV mode. (Added in 7.20.x)

--ssl (FTR POP3, IMAR SMTP) Try to use SSL/TLS for the connectioReverts to a non-secure con-
nection if the server doegdrsupport SSL/TLS. See alseftp-ssl-controland--ssl-reqdfor differ-
ent levels of encryption required. (Added in 7.20.0)

This option was formerly known adtp-ssl(Added in 7.11.0) and that can still be usetwill be
removed in a future version.

--ftp-ssl-control
(FTP) Require SSL/TLS for the FTP login, clear for transfifows secure authenticationytb
non-encrypted data transfers forfi@éngy. Fails the transfer if the server dodsisupport
SSL/TLS. (Addedn 7.16.0)

--ssl-reqd
(FTR POP3, IMAR SMTP) Require SSL/TLS for the connectiofierminates the connection if
the server doesnsupport SSL/TLS. (Added in 7.20.0)

This option was formerly known asftp-ssl-reqd(added in 7.15.5) and that can still be used b
will be remaved in a future version.

--ftp-ssl-ccc
(FTP) Use CCC (Clear Command Channel) Shutsndtihe SSL/TLS layer after authenticating.
The rest of the control channel communication will be unencrypted. ThigsaNBT routers to
follow the FTP transaction. The @elt mode is pasgt. See --ftp-ssl-ccc-mode for other modes.
(Added in 7.16.1)

--ftp-ssl-ccc-mode [acte/passie]
(FTP) Use CCC (Clear Command Channel) Sets the CCC mode. Theepasdée will not initi-
ate the shutdown, but instead wait for the sete do it, and will not reply to the shutdown from
the serer. The actve nmode initiates the shutdown andits for a reply from the sezv (Added in
7.16.2)

-F/--form <name=content>
(HTTP) This lets curl emulate a filled-in form in which a user has pressed the submit button. This
causes curl to POST data using the Content-Type multipart/form-data according to RFC 2388.
This enables uploading of binary files eto. force the 'content’ part to be a file, prefix the file
name with an @ sign.oljust get the content part from a file, prefix the file name with the symbol
<. The difference between @ and < is then that @esakfile get attached in the post as a file
upload, while the < makes a text field and just get the contents for that text field from a file.

Example, to send your passm file to the semr, where 'password’ is the name of the form-field
to which /etc/passwd will be the input:

curl -F password=@/etc/passwd www.mypasswords.com

To read content from stdin instead of a file, use - as the filename. This goes for both @ and < con-
structs.

You can also tell curl what Content-Type to use by using 'type=’, in a manner similar to:

curl -F "web=@index.html;type=text/html" url.com
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or

curl -F "name=daniel;type=text/foo" url.com

You can also explicitly change the name field of a file upload part by setting filenangethjdik
curl -F "file=@localfile;filename=nameinpost" url.com

See further examples and details in the MANUAL.

This option can be used multiple times.

--form-string <name=string>
(HTTP) Similar to--form except that the value string for the named parameter is used literally
Leading '@’ and '<’ characters, and the ";type=’ string in the value ma ecial meaning. Use
this in preference teformif there's any possibility that the string value may accidentally trigger
the '@’ or '<’ features of-form.

-g/--globoff
This option switches dthe "URL globbing parser". When you set this option, you can specify
URLs that contain the letters {}[] without having them being interpreted by curl itself. Note that
these letters are not normagdeURL contents but theshould be encoded according to the URI
standard.

-G/--get
When used, this option will mekdl data specified withd/--dataor --data-binaryto be used in a
HTTP GET request instead of the POST request that otherwise would be used. The data will be
appended to the URL with a ’'?’ separator.

If used in combination with -I, the POST data will instead be appended to the URL with a HEAD
request.

If this option is used seral times, the following occurrences neako dfference. This is because
undoing a GET doeshimake ®nse, but you should then instead enforce the alteenaithod
you prefer.

-h/--help
Usage help.

-H/--header <header>
(HTTP) Extra header to use when getting a web page. You may specifiyraber of extra head-
ers. Note that if you should add a custom header that has the same name as one of the internal ones
curl would use, yourxernally set header will be used instead of the internal one. This allows you
to male even trickier stuf than curl would normally do. You should not replace internally set
headers without knowing perfectly well what y@utloing. Remee an internal header by giving a
replacement without content on the right side of the colon, as in: -H "Host:".

curl will make aure that each header you add/replace is sent with the proper end-of-lirex, mark
you should thusot add that as a part of the header content: do not adtinas or carriage
returns, thg will only mess things up for you.

See also theA/--user-gent and-e/--refereroptions.

This option can be used multiple times to add/replaceiremmltiple headers.

--hostpubmd5 <md5>
Pass a string containing 32 hexadecimal digits. The string should be the 128 bit MD5 checksum of
the remote host’ public key, curl will refuse the connection with the host unless the md5sums
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match. This option is only for SCP and SFTP transfers. (Added in 7.17.1)

--ignore-content-length
(HTTP) Ignore the Content-Length headtnis is particularly useful for servers running Apache
1.x, which will report incorrect Content-Length for files larger than 2 gigabytes.

-i/--include
(HTTP) Include the HTTP-header in the output. The HTTP-header includes thiegemier-
name, date of the document, HTTP-version and more...

--interface <name>
Perform an operation using a specified interface. You can enter interface name, IP address or host
name. An example could look like:

curl --interface eth0:1 http://www.netscape.com/

If this option is used seral times, the last one will be used.

-I/--head
(HTTP/FTP/FILE) Fetch the HTTP-header only! HTTP-sesvfeature the command HEAD
which this uses to get nothingiththe header of a document. When used on a FTP or FILE file,
curl displays the file size and last modification time only.

-jl--junk-session-cookies
(HTTP) When curl is told to read cookies from aenifile, this option will mak it discard all
"session cookies". This will basically Vete same effect as if awesession is started.ypical
browsers alays discard session cookies when they're closed down.

-J/--remote-header-name
(HTTP) This option tells the -O/--remote-name option to use thesgpecified Content-Disposi-
tion filename instead of extracting a filename from the URL.

-k/--insecure
(SSL) This option explicitly alis curl to perform "insecure” SSL connections and transfers. All
SSL connections are attempted to be made secure by using the CA certificiéeibstalled by
default. This makes all connections considered "insecure" fail wlesasecures used.

See this online resource for further detaildp://curl.haxx.se/docs/sslcerts.html

--keepalve-time <seconds>
This option sets the time a connection needs to remain idle before seadpajik pobes and
the time between individualklepalve probes. It is currently éfctive an operating systems fafr-
ing the TCP_KEEPIDLE and TCP_KEEPINTVL socket options (meaning Linux, recent AlX,
HP-UX and more). This option has no effectifo-keepalives used. (Added in 7.18.0)

If this option is used multiple times, the last occurrence sets the amount.

--key <key>
(SSL/SSH) Priate key file name. Allows you to provide your pate key in this separate file.
If this option is used seral times, the last one will be used.

--key-type <type>
(SSL) Prvate key file type. Specify which type youskey provided private key is. DER, PEM, and
ENG are supported. If not specified, PEM is assumed.

If this option is used seral times, the last one will be used.

--krb <level>
(FTP) Enable Kerberos authentication and use. T¥e heust be entered and should be one of
‘clear’, 'safe’, 'confidential’, or 'prvate’. Should you use avel that is not one of these, 'pete’
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will instead be used.

This option requires a library built with kerberos4 or GSSAPI (GS§ohie) support. This is
not very common. Use//--versionto see if your curl supports it.

If this option is used seral times, the last one will be used.

-K/--config <config file>
Specify which config file to read curl arguments from. The config file is a text file in which com-
mand line aguments can be written which then will be used as if here written on the actual
command line. Options and their parameters must be specified on the same config file line, sepa-
rated by whitespace, colon, the equals sign grcambination thereof (hwever, the preferred
separator is the equals sign). If the parameter is to contain whitespace, the parameter must be
enclosed within quotes. Within double quotes, the following escape sequencedlaéeall, \",
\t, \n, \r and \v A backslash preceding wrmther letter is ignored. If the first column of a config
line is a '# charactetthe rest of the line will be treated as a comment. Only write one option per
physical line in the config file.

Specify the filename to -K/--config as ’-’ to neakurl read the file from stdin.

Note that to be able to specify a URL in the config file, you need to specify it usinguthe
option, and not by simply writing the URL on its own line. So, it could look similar to this:

url = "http://curl.haxx.se/docs/"
Long option names can optionally beeaji in the config file without the initial double dashes.

When curl is imoked, it always (unlessq is used) checks for a @efit config file and uses it if
found. The default config file is checked for in the following places in this order:

1) curl tries to find the "home dir": It first checks for the CURL_HOME and then the HOME en
ronment variables.diling that, it uses getpwuid() on UNIX-kks/stems (which returns the home
dir given the current user in your system). Orndbws, it then checks for the APRIDA variable,

or as a last resort the '%USERPROFILE%\Application Data’.

2) On windows, if there is no _curlrc file in the home idichecks for one in the same dir the curl
executable is placed. On UNIX-l&ksy/stems, it will simply try to load .curlrc from the determined
home dir.

# --- Example file ---

# this is a comment

url = "curl.haxx.se"

output = "curlhere.html|"
user-agent = "superagent/1.0"

# and fetch another URL too

url = "curl.haxx.se/docs/manpage.html”
-0

referer = "http://nowhereatall.com/"

# --- End of example file ---

This option can be used multiple times to load multiple config files.

--libcurl <file>
Append this option to anordinary curl command line, and you will get a libcurl-using source
code written to the file that does the eglgnt of what your command-line operation does!
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NOTE: this does not properly support -F and the sending of multipart formposts, so in those cases
the output program will be missing necessary caltzitb formadd(3) and possibly more.

If this option is used seral times, the last gen file name will be used. (Added in 7.16.1)

--limit-rate <speed>
Specify the maximum transfer rate yoamnw curl to use. This feature is useful if yowdna Im-
ited pipe and you like your transfer not to use your entire bandwidth.

The given geed is measured in bytes/second, unless a suffix is appended. Appending 'k’ or 'K’
will count the number as kilobytes, 'm’ or M’ makes itgakytes, while 'g’ or ‘G’ makes it gigr
bytes. Examples: 200K, 3m and 1G.

The gien rate is the eerage speed counted during the entire trankfereans that curl might use
higher transfer speeds in short bursts, et tme it uses no more than thegn rate.

If you also use theY/--speed-limibption, that option will taé& precedence and might cripple the
rate-limiting slightly to help keeping the speed-limit logic working.

If this option is used seral times, the last one will be used.

-I/--list-only
(FTP) When listing an FTP directorthis switch forces a name-only we Especially useful if
you want to machine-parse the contents of an FTP directory since the normal directory vie
doesnt use a standard look or format.

This option causes an FTP NLST command to be sent. Some FTP servers list only files in their
response to NLSThey do ot include subdirectories and symbolic links.

--local-port <num>[-num]
Set a preferred number or range of local port numbers to use for the connechimtésihat port
numbers by nature are a scarce resource that wilubge dt times so setting this range to some-
thing too narrav might cause unnecessary connection setup failures. (Added in 7.15.2)

-L/--location
(HTTP/HTTPS) If the semr reports that the requested page hasethto a dfferent location
(indicated with a Location: header and a 3XX response code), this option wil anhkedo the
request on the meplace. If used together witliy--include or -I/--head headers from all requested
pages will be shan. When authentication is used, curl only sends its credentials to the initial host.
If a redirect takes curl to a &fent host, it wn't be @le to intercept the user+password. See also
--location-trustedon haw to change this. You can limit the amount of redirects to Yolhy using
the--max-redirsoption.

When curl follows a redirect and the request is not a plain GET Xeomgle POST or PUT), it

will do the following request with a GET if the HTTP responsasv801, 302, or 303. If the
response code wasyanther 3xx code, curl will re-send the folling request using the same
unmodified method.

--location-trusted
(HTTP/HTTPS) Lile -L/--location, but will allow sending the name + password to all hosts that
the site may redirect to. This may or may not introduce a security breach if the site redirects you to
a dte to which you’ll send your authentication info (which is plaibiae the case of HTTP Basic
authentication).

--mail-rcpt <address>
(SMTP) Specify a single address that theagimail should get sent to. This option can be used
multiple times to specify marrecipients.
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(Added in 7.20.0)

--mail-from <address>

(SMTP) Specify a single address that theagimail should get sent from.

(Added in 7.20.0)

--max-filesize <bytes>

Specify the maximum size (in bytes) of a file tavdtoad. If the file requested is larger than this
value, the transfer will not start and curl will return with exit code 63.

NOTE: The file size is not mlays known prior to download, and for such files this option has no
effect even if the file transfer ends up beingdar than this gen limit. This concerns both FTP
and HTTP transfers.

-m/--max-time <seconds>

Maximum time in seconds that you alldhe whole operation to tak Thisis useful for preent-
ing your batch jobs from hanging for hours due tavshetworks or links going dan. Seealso
the--connect-timeoubption.

If this option is used seral times, the last one will be used.

-M/--manual

Manual. Display the huge help text.

-n/--netrc

Makes curl scan thenetrc (_netrcon Windows) file in the uses home directory for login name
and passard. This is typically used for FTP on UNIX. If used with HTERrl will enable user
authentication. Seeetrc(4) or ftp(1) for details on the file format. Curl will not complain if that
file doesnt havethe right permissions (it should not be eitherld- or group-readable). Thewen
ronment variable "HOME" is used to find the home directory.

A quick and very simple example of udo setup a.netrcto allow curl to FTP to the machine
host.domain.com with user name 'mysaifid password 'secret’ should look similar to:

machine host.domain.com login myself password secr et

--netrc-optional

Very similar to--netrg but this option makes the .netrc usagpional and not mandatory as the
--netrcoption does.

--netrc-file

This option is similar te-netrc except that you provide the path (absolute or nedato the netrc
file that Curl should useYou can only specify one netrc file pevatation. If s&eral --netrc-file
options are provided, only thast one will be used. (Added in 7.21.5)

This option @errides aly use of --netrc as thg are mutually &clusive. It will also abide by
--netrc-optional if specified.

--negotiate

Curl 7.21.6

(HTTP) Enables GSS-Negotiate authentication. The GSS-Negotiate method was designed by Mi-
crosoft and is used in their web applications. It is primarily meant as a supporérfoeréss
authentication but may be also used along with another authentication methatbrE informa-

tion see IETF draft draft-brezak-spnego-http-04.txt.

If you want to enable Negotiate for your proxy authentication, therpisexy-negotiate
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This option requires a library built with GSSAPI support. This is not very common\MJseer-
sionto see if your version supports GSS-Negotiate.

When using this option, you must also provideke fu/--user option to aatéte the authentication
code properlySending a '-u :’ is enough as the user name and madsinom the -u option aren’
actually used.

If this option is used seral times, the following occurrences neako dfference.

-N/--no-buffer
Disables the wffering of the output stream. In normal work situations, curl will use a standard
buffered output stream that will e the efect that it will output the data in chunks, not necessar
ily exactly when the data aves. Usingthis option will disable that buffering.

Note that this is the igeted option name documentedolycan thus usebufferto enforce the
buffering.

--no-keepalie
Disables the use of keepadimessages on the TCP connection, as by default curl enables them.

Note that this is the geted option name documented. You can thus-tseepaliveto enforce
keepalive.

--no-sessionid
(SSL) Disable curs use of SSL session-ID caching. By deft all transfers are done using the
cache. Note that while nothing shoulbieget hurt by attempting to reuse SSL session-IDs, there
seem to be broken SSL implementations in the wild that may require you to disable this in order
for you to succeed. (Added in 7.16.0)

Note that this is the geted option name documented. You can thus-ts@ssionido enforce ses-
sion-ID caching.

--NOproxy <no-proxy-list>
Comma-separated list of hosts which do not use a pifoare is specified. The only wildcard is
a dngle * characterwhich matches all hosts, andegftively disables the proxyEach name in this
list is matched as either a domain which contains the hostname, or the hostname itsedimFor e
ple, local.com would match local.com, local.com:80, and www.local.com, but notnetlovy
cal.com. (Addedn 7.19.4).

--ntim (HTTP) Enables NTLM authentication. The NTLM authentication methad @esigned by Mi-
crosoft and is used by IIS web sers. It is a proprietary protocol,vese-engineered by cler
people and implemented in curl based on their efforts. This kind of behavior should not be
endorsed, you should encouragergone who uses NTLM to switch to a public and documented
authentication method instead, such as Digest.

If you want to enable NTLM for your proxy authentication, then-gs@xy-ntlm

This option requires a library built with SSL support. Ugk-versionto see if your curl supports
NTLM.

If this option is used seral times, the following occurrences neako dfference.

-o/--output <file>
Write output to <file> instead of stdout. If you are using {} or [] to fetch multiple documents, you
can use '# followed by a number in the <file> specifidrat variable will be replaced with the
current string for the URL being fetched. &ila:

curl http://{one,two}.site.com -0 "file_#1.txt"
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or use seeral variables like:
curl http://{site,host}.host[1-5].com -0 "#1_#2"
You may use this option as matimes as the number of URLS yowbka

See also the-create-dirsoption to create the local directories dynamicaflyecifying the output
as -’ (a single dash) will force the output to be done to stdout.

-O/--remote-name
Write output to a local file named ékhe remote file we get. (Only the file part of the remote file
is used, the path is cut off.)

The remote file name to use for saving is extracted from tiea BIRL, nothing else.

Consequentiallythe file will be sged in the current working directoryf you want the file saed
in a different directorymake aure you change currentorking directory before you uoke aurl
with the-O/--remote-name flag!

You may use this option as matimes as the number of URLS yowbka

--remote-name-all
This option changes the default action for allegiURLs to be dealt with as #O/--remote-name
were used for each one. So if you want to disable that for a specific UREL-efteote-name-all
has been used, you must use "-o -*-no-remote-namgAdded in 7.19.0)

--pass <phrase>
(SSL/SSH) Passphrase for thevpie key

If this option is used seral times, the last one will be used.

--post301
Tells curl to respect RFC 2616/10.3.2 and notvedniPOST requests into GET requests when fol-
lowing a 301 redirection. The non-RFC behaviour is ubiquitous in wefsers, so curl does the
corversion by default to maintain consistgntloweve, a rver may require a POST to remain a
POST after such a redirection. This option is meaningful only when tisiatpcation (Added in
7.17.1)

--post302
Tells curl to respect RFC 2616/10.3.2 and notvedniPOST requests into GET requests when fol-
lowing a 302 redirection. The non-RFC behaviour is ubiquitous in wefssers, so curl does the
conversion by default to maintain consistgntloweve, a rver may require a POST to remain a
POST after such a redirection. This option is meaningful only when tisiatpcation (Added in
7.19.1)

--proto <protocols>
Tells curl to use the listed protocols for its initial retdk Protocols arevaluated left to right, are
comma separated, and are each a protocol name or 'all’, optionally prefixed by zero or more modi-
fiers. Available modifiers are:

+ Permit this protocol in addition to protocols already permitted (this is the default if no modifier
is used).

- Dery this protocol, removing it from the list of protocols already permitted.

= Permit only this protocol (ignoring the list already permitted), though subject to later modifica-
tion by subsequent entries in the comma separated list.

For example:
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--proto -ftps uses the default protocols, but disables ftps

--proto -all,https,+http
only enables http and https

--proto =http,https
also only enables http and https

Unknown protocols produce a warning. This alscripts to safely rely on being able to disable
potentially dangerous protocols, without relying upon support for that protocol beilbgnto
curl to avoid an error.

This option can be used multiple times, in which case fieetdf the same as concatenating the
protocols into one instance of the option.

(Added in 7.20.2)

--proto-redir <protocols>
Tells curl to use the listed protocols after a redirect. See --proto ¥opiaiocols are represented.

(Added in 7.20.2)

--proxy-anyauth
Tells curl to pick a suitable authentication method when communicating withwéremoxy. This
might cause an extra request/response round-trip. (Added in 7.13.2)

--proxy-basic
Tells curl to use HTTP Basic authentication when communicating with ten groxy. Use
--basicfor enabling HTTP Basic with a remote host. Basic is thaulefuthentication method
curl uses with proxies.

--proxy-digest
Tells curl to use HTTP Digest authentication when communicating with trem groxy. Use
--digestfor enabling HTTP Digest with a remote host.

--proxy-negotiate
Tells curl to use HTTP Negotiate authentication when communicating with vee gioxy. Use
--negotiatefor enabling HTTP Negotiate with a remote host. (Added in 7.17.1)

--proxy-ntlm
Tells curl to use HTTP NTLM authentication when communicating with tiwengproxy. Use
--ntlm for enabling NTLM with a remote host.

--proxy1.0 <proxyhost[:port]>
Use the specified HTTP 1.0 proxithe port number is not specified, it is assumed at port 1080.

The only diference between this and the HTTP proxy optisit-{proxy), is that attempts to use
CONNECT through the proxy will specify an HTTP 1.0 protocol instead of the default HTTP 1.1.

-p/--proxytunnel
When an HTTP proxy is useek(--proxy), this option will cause non-HTTP protocols to attempt
to tunnel through the proxy instead of merely using it to do HTTédgerations. The tunnel
approach is made with the HTTP proxy CONNECT request and requires that the prasy allo
direct connect to the remote port number curl wants to tunnel through to.

--pubkey <key>
(SSH) Public ky file name. Allows you to provide your publiexin this separate file.

If this option is used seral times, the last one will be used.
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-P/--ftp-port <address>

(FTP) Reverses the default initiator/listener roles when connecting with FiiB switch maks

curl use actie node. In practice, curl then tells the server to connect back to the chaestified
address and port, while passinode asks the server to setup an IP address and port for it to con-
nect to. <address> should be one of:

interface
i.e "eth0" to specify which interfacelP aldress you want to use (Unix only)

IP address
i.e "192.168.10.1" to specify the exact IP address

host name
i.e "my